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R Ik

PR PR, App 14 1 ST W3R 7 T 10 e LI 7 PR P T App 141 IS5 H
e, (T A BT TR ARG AR, AR LR b 1 PR 4 VLB AT TS5 bl
WURTA R A T AT ELR 5 ., TG0 PR A 7 S DL T L A R R o] RS e
i

LRI T 2 T A o LA B T e mbl BoR o B0l B C Y MR 2R Ak —JE — RO ks
%, XRdRFER,

WL —
S A PR MBI IERIE T App Store Bk, AT LAHBGX PR 3, FEaHE WEA T A E
BLEHT App FIFERIZEN et ] LAGe R [R] B SEElE PR s =X

PN E RN V&
AR T BT BEURISE PKCS #7 S5 A4 KO FRAS , LU FAGT RIS IE U4 B 1) Payload HIFRES .

MKW ARIERE (6T "\ UETFE (B 23T)

1HIT App Store K UEIAC

i3 App Store S FU I T BLAE XY App RIS < [ s L4t b, I HAG IR o545 208 FH Tt
App Store G HEUHE A AL o

MR E R "L App Store Bt (5818 51) v Wl B (5823 )
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AR5 UEWACHE

WARIEIE N AE App JE Bl E , AR AR FH 2 AU sl AT 3R a s B A 1o WA NSAppTlicationMain
PRECZ T, 7Emain BRECPRATICR . N TEE— B RIEL 4 0] DIFE R R s TN 8 B EE A ks
&,

AP AT LI

M App Store ZAEN PR, W AR 2 S — e & B AR P, i fr A Apple
AR s . MU Al A B R PR e b o I NSBund e 28T appStoreReceiptURLJT
AT AFCERZ I -
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At 50 Y A
AR AN

JEE: f£ macOS H, WRIIHARLE L appStoreReceiptURL Jrda/ANATH , 0T DA% 5 F i
Ytk . WHRESTRN App ZHREIHHY /Contents/_MASReceipt/receipte

TEi0S W, WnHREGIH 248 I appStoreReceiptURL Jrii AR H , #&0] DAL iE S App Store 5
iE SKPaymentTransaction X4 transactionReceipt M. AR, HSMEL App
Store Y b HlE (55 18 TT) -

W — A T -1 R R Y R SO

A 1-1 WeE sty

Receipt
Payload
( N
Attribute
[ Type ] [ Version ] [ Value ]
- J
:
Attribute
[ Type ] [ Version J In-App Purchase Receipt
Attribute
[ Type J [Version ] [ Value ]
:
Attribute
{ Type } [Version ] [ Value ]
L]
e N
Certificate chain
( Apple certificate ] [ Intermediate certificate ] [ App Store certificate ]
Signature

AN HIES> (TEEIFARIC A “Receipt”) F&— 1> FH RFC 2315 & XL I¥) PKCS #7 254%, HH11 Payload H
ITU-T X.690 2 SLI% ASN.T (ASN.1 AR IBEFRIC) Zfid. Payload H— R4 B IE Ak SRR
P A — A — AR T —ME
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A 30 3L N A
115 GUID B4 (Hash)

Payload FZ5 4 FH“5115% 1-1"H1 1) ASN BRICAE Lo AT LASE A FHIE R asnlc TH, A pl A Tifhg
Payload HUAHEZE A A BN R AL, AL T35 X —iBa . BRI REFR L 4dE asnlc (Al
MacPorts 1 SourceForge Zk1%)

ARMAET Key WHEZER, W0 TE (552350 7
AR RS, TSI 117 7R Y Payload BB RAFEI ST, SRS AE L NIs T LA N i %

asnlc-fnative-types filename

asnlc THISEMAESRTH & FRSCHAERUR , #E R ISR INE] T Xcode BTH

7% 1-1 Payload #% X[ ASN.1 & X

ReceiptModule DEFINITIONS ::=
BEGIN

ReceiptAttribute ::= SEQUENCE {

type INTEGER,

version INTEGER,

value OCTET STRING

Payload ::= SET OF ReceiptAttribute

END

5 GUID BYM& A (Hash)
f£ macOS H, 4 macOS AR GUID (85 12 1) FIriR 5 B3R BRI Y GUID.
FEiOS ', i UIDevice By identifierForVendor JEYEMRIEMEVE N B GUID.

FIFEWAA (Hash) |, B985 GUID (ESANENIE (257 4 19)E1E) #1 Bundle Identifier (EEIFRIN
) ERAE . (I R LG 1T, AEI TR UTF-8 A7 B Rkttt . 280G, THE T
X — R F 711 SHA-1 545 (Hash) o

2017-07-10 | Copyright © 2017 Apple Inc. 88 —PIHF .

8


http://www.macports.org/
http://sourceforge.net/projects/asn1c/

A0 Y
S R

B EWAC AR

BLIEWE , T FIUE AT LR

1 B,
WREA AR, M IERR

2. BGUEURHRE TS Apple IETRSSE
SRR Z i Apple 228 NBGIESRE UL

3. IGUFULHE Y] Bundle Identifier (ZUHREIARINAT) S57E Info.plist SCHEH & R
CFBundleldentifier {EHMHZRALH S AHUCH o

AR E A DERD, 55 3E 2

4.  BUEWHEH B CAFR IR FAF R SFE Info. plist XS A EE) CFBundleShortVersionString
fH (macOS) B CFBundleVersion 1E (i0S) HHH 2w A% & i AHUCHL

WRPEEASITHED, 56 1E 2 o
5. $ZBE“THE GUID AT (Hash) (58 8 T1) "Fridkit & GUID AT (Hash) o
MR LRSI AME A (Hash) ASUGED, S6IE 2 M

R AN, S IE R o

7 &: Bundle Identifier (ZUIFEARIRAF) FIRRAFR NG 4552 UTF-8 A7 H | T —
RHNFAT o WG N Mg 5 % A AT

UNARAERT App SCREHLREIA ST, 3 A A B A 28 H 5

M o7 YA F1 55 111 5 TC
OIE T A T A RRIRITT GG U, 4 P4 AR P M — &5 Mac 5015 — 4 Mac T, 1T GUID
IR, SRR

£ macOS H G TIE 2 W IHE HY
WRFE macOS HFIGTEJIL, HHAIRA AN 173 I exit. HIBHPIRASS BRI RS, AN AT COHE
WHARTCR . MR, ARG SR RBCE RE, T g RN H 248 iTunes 4

WR ARG IR RO, W SR E S AR A, SR A B R BRI, AR B ] Y
}/ﬁ o
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A 30 3L N A
M Mac App ¥ E B AR ARG AR

KrESRT, AN A P BoME MR R . R TS nlR U ROR A S0 A P s TR

TE 10S G S W s 8T U i

WNRAE 0S ISR, E{# A SKReceiptRefreshRequest ZERIHTULTE
AEEZALAUE Appo BEFTLAESRE . WA PR AL SRR, SR App W HIZIRE

A Mac App X B sk ARG AR

TEE N PR Info. plist SCAEHA LSMinimumSystemVersion Key@é\ 10.6.6 B R IFME . ARk
PEAE 10.6.6 WA 5k 2 BTHAS Y macOS LIS UEAR M, & N R r &5 53l a7 BIEH, FFE AR
MUBAEAT R . FIHRUARE) macOS AEREIRHIURES 173, RIS 28R BUE RO 5 2 m T iR
‘]%/%\O

T A A5

IR E N AR P EAMIAL, W CFBundleShortVersionString Key /SR AERR Y . FH AR BT (A
InfoPlist.strings X HIL. UWHE-FFMERT 2 Info.plist SCHEFHARARMALAE, 2l
Key HIEBE T A M 2 S EORHE I 1E

PRAF I LS A& Y 442
Pk A e e st A A P AR Fe B SO el SO TR A A B B A 1R A R e R R ST JriE
o XN BGE R EZ FgAEEA, HP i

RN T BOACRD, TAS A R SR ALY API

ARG A5 FH o] B A ARRD A5, RAIX S A B A P PR P — BER SO SR LA 5 H A

B, GG I AR

if (failedValidation) {
exit(173);

TR EEIEROR, AR
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A0 Y
FETT R AR kATt

WSR2 L R P (5 A (R B AR A T 331, I Lt PR AR A8 44 2 A I R R Fe — Bl SCA B AR T
HETHEPER.

EHOR, R exi t BRECREEL LSRN AR, RN I RE {5 ks T

FEIT A R g A 7

HTHETF A R A R BT RERY, S G el DU R shm e . AT
BEE, T EL TR

LR BRI, LI Apple .

2. PR RSB R (UG, TR i i AR .

RS R R, S AN
RIS, R RE R RO IR B (RZS 173)

ARG R SR BUE SR . REBIRER MR FP A SIEB AR, HouW HRE 24
AR RG] RES e M iTunes FEIIE

ARG R SRR R, S LAY B R P A D e e 4

MM MR LR, AT LB AT 35 R s RSy, Bl gdb 5 Xcode i T.H..

IGIE App A ST H

ARG TE App WIESEIRH , S804 o7 PR e B4 MU AT LA 3L

1 IR RE, TSGR R e
IRCHETER, NIFTE App PIIBSET H £ 8 TE2K

2. AT App PSR H el (RN 17 RYEEROE) .

5N RRR s — 7, B App A SEIT H e 5 — 4@t XLl g e o712 (58
12T0) "HUE Lo FEMATUSARIN , BT AUEA asnlc TR, G ASNY iR A4 sl —LE(0Hg . Z20% Bt
ARAFBA B AR, XA R R EARSMEH, R ENTRINARER rTREE .

ARBIETFBREZEE, W2RCE 7B (5823 11)

3. FERE App W SEITH a7 bR iR s, IFIS A App AR THREER N A . 2 TR 2%
T AT B AR R BRIE R, 2 BT

TSR App P SCISTH AR M SRR I, AR R e AN 2 J F S RE B A 25
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A 30 Y 1
W 56 E S B

FlF1-2 App P SEIIH Ytk =R ASNA 2 L

InAppAttribute ::= SEQUENCE {
type INTEGER,
version INTEGER,
value OCTET STRING

}

InAppReceipt ::= SET OF InAppAttribute

YEH N HIMSLIE R, RGeS AR IR R AR S 2 H BRI . B I 280 I SC R K
BT — TR G ARIRAT, B e AR SCI H AR IRAFRT H Y o

WA IR SRR TR
AR, DTSRRI 5%

1F macOS #F3RA GUID
£ macOS | HIRFIFE 13 B RATHER (s S M RIAAAD) FRIL GUID. X RETT LA e 1
E AR HEEL GUID 7 14 77 -5 1 e 32 7 PR R e 1 Mg 7 P 14 77 5 4R o

7% 1-3 ARICHL N GUID

fFimport <IOKit/IOKitLib.h>
fHimport <Foundation/Foundation.h>

// Returns a CFData object, containing the computer's GUID.
CFDataRef copy_mac_address(void)
{

kern_return_t kernResult;

mach_port_t master_port;

CFMutableDictionaryRef matchingDict;

io_iterator_t iterator;
io_object_t service;
CFDataRef macAddress = nil;
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W 56 E S B

kernResult = IOMasterPort(MACH_PORT_NULL, &master_port);
if (kernResult != KERN_SUCCESS) {
printf("I0OMasterPort returned %d\n", kernResult);

return nil;

matchingDict = I0OBSDNameMatching(master_port, 0, "en0");
if (!matchingDict) {
printf("I0OBSDNameMatching returned empty dictionary\n");

return nil;

kernResult = I0ServiceGetMatchingServices(master_port, matchingDict, &iterator);
if (kernResult != KERN_SUCCESS) {
printf("I0ServiceGetMatchingServices returned %d\n", kernResult);

return nil;

while((service = I0IteratorNext(iterator)) != 0) {

io_object_t parentService;

kernResult = I0RegistryEntryGetParentEntry(service, kIOServicePlane,
&parentService);
if (kernResult == KERN_SUCCESS) {

if (macAddress) CFRelease(macAddress);

macAddress = (CFDataRef) I0RegistrykEntryCreateCFProperty(parentService,
CFSTR("IOMACAddress™), kCFAllocatorDefault, 0);
[00bjectRelease(parentService);
}oelse |

printf("I0RegistryEntryGetParentEntry returned %d\n", kernResult);

100bjectRelease(service);
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}
I100bjectRelease(iterator);

return macAddress;

it 35 UE R 2
TEAHIT] OpenSSL il asnlc SSHUMCIREHIERY, ATLLEFILL T RAIIRIEN KRS, T iS4
BETHIRE, LhFRRIZESE TR APURIBUIRGE I, /8 S ELHES DURI

WA OpenSSL, 144 i SCHF 15 OpenSSL #idS4itz. ZhA5454% OpenSSL A A, 14 RE
PR A 4 o

TR A ARG FE IR B S R IR 58 iU AR 55

1T KAEEA (EE -4 (BB14T) ) o

2. fi##fT Payload (“#1F1-5 (BB1500) ") -

3. fRBUURIENME (“1FE 16 (BE16T1) 1) o

4. ITH GUID WA (Hash) (“#141-7 (5517 71) ") &

7% 1-4 {8 Fl OpenSSL ¥ 1iF %5 44

/* The PKCS #7 container (the receipt) and the output of the verification. */
BIO *b_p7;
PKCS7 *p7;

/* The Apple root certificate, as raw data and in its OpenSSL representation. */
BIO *b_x509;
X509 *Apple;

/* The root certificate for chain-of-trust verification. */

X509_STORE *store = X509_STORE_new();

/* ... Initialize both BIO variables using BIO_new_mem_buf() with a buffer and its
size ... */
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W 56 E S B

/* Initialize b_out as an output BIO to hold the receipt payload extracted during
signature verification. */

BIO *b_out = BIO_new(BIO_s_mem());

/* Capture the content of the receipt file and populate the p7 variable with the
PKCS #7 container. */

p7 = d2i_PKCS7_bio(b_p7, NULL);

/* ... Load the Apple root certificate into b_X509 ... */

/* Initialize b_x509 as an input BIO with a value of the Apple root certificate and
load it into X509 data structure. Then add the Apple root certificate to the
structure. */

Apple = d2i_X509_bio(b_x509, NULL);
X509_STORE_add_cert(store, Apple);

/* Verify the signature. If the verification is correct, b_out will contain the
PKCS #7 payload and rc will be 1. */

int rc = PKCS7_verify(p7, NULL, store, NULL, b_out, 0);

/* You must verify the fingerprint of the root certificate and verify the 0IDs of
the intermediate certificate and signing certificate. The 0ID in the certificate
policies extension of the intermediate certificate is (1 2 840 113635 100 6 2 1),
and the marker 0ID of the signing certificate is (1 2 840 113635 100 6 11 1). */

5% 1-5 i asnic fif##fr Payload

f##include "Payload.h" /* This header file is generated by asnlc. */

/* The receipt payload and its size. */
void *pld = NULL;

size_t pld_sz;

/* Variables used to parse the payload. Both data types are declared in Payload.h.
*/

Payload_t *payload = NULL;

asn_dec_rval_t rval;

2017-07-10 | Copyright © 2017 Apple Inc. 88 —PIHF .

15




A0 Y

WCARSG T SE PR
/* ... Load the payload from the receipt file into pld and set pld_sz to the payload
size ... */

/* Parse the buffer using the decoder function generated by asnlc. The payload
variable will contain the receipt attributes. */

rval = asn_DEF_Payload.ber_decoder(NULL, &asn_DEF_Payload, (void **)&payload, pld,
pld_sz, 0);

Flx1-6  SRBUEEETE

/* Variables used to store the receipt attributes. */
OCTET_STRING_t *bundle_id = NULL;

OCTET_STRING_t *bundle_version = NULL;

OCTET_STRING_t *opaque = NULL;

OCTET_STRING_t *hash = NULL;

/* Iterate over the receipt attributes, saving the values needed to compute the
GUID hash. */

size_t i;
for (i = 0; i < payload->Tist.count; i++) {
ReceiptAttribute_t *entry;

entry = payload->Tist.array[i];

switch (entry->type) {

case 2:
bundle_id = &entry->value;
break;

case 3:
bundle_version = &entry->value;
break;

case 4:
opaque = &entry->value;
break;

case b:

hash = &entry->value;
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break;

¥ %k 1-7 T4 GUID HYME 7 (Hash)

/* The GUID returned by copy_mac_address() is a CFDataRef. Use CFDataGetBytePtr()
and CFDataGetlLength() to get a pointer to the bytes that make up the GUID and to
get its length. */

UInt8 *guid = NULL;

size_t guid_sz;

/* Declare and initialize an EVP context for OpenSSL. */
EVP_MD_CTX evp_ctx;
EVP_MD_CTX_init(&evp_ctx);

/* A buffer for result of the hash computation. */

UInt8 digest[20];

/* Set up the EVP context to compute a SHA-1 digest. */
EVP_DigestInit_ex(&evp_ctx, EVP_shal(), NULL);

/* Concatenate the pieces to be hashed. They must be concatenated in this order.
*/

EVP_DigestUpdate(&evp_ctx, guid, guid_sz);
EVP_DigestUpdate(&evp_ctx, opaque->buf, opaque->size);
EVP_DigestUpdate(&evp_ctx, bundle_id->buf, bundle_id->size);

/* Compute the hash, saving the result into the digest variable. */

EVP_DigestFinal_ex(&evp_ctx, digest, NULL);
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1T App Store Fa iU

i SZ (AR IG5 455 App Store {5 THXL T H CHIMRGT A, 50T LLKE App B A SURBIAME AL
MRS, JFHERT LR ERI IR SS%5 App Store IRSTas R . BT RE B (LT I A App
Store Z [AJFESZ FIEERERE, [RIOMIZIERE B P AN 52 S84 Al o

5 App Store [iB 5K A JISON FHLEER) (U RFC 4627 HFE L) o —3EHISCH-40E K H base64 Zifl
(11 RFC 4648 FHTE L)

UL s 28

AR HE AR, & NSBundle HY appStoreReceiptURL TERK App A, SR U
. INRICEEE A appStoreReceiptURL J7ik, Bl AR A A transactionReceipt J&
PEE (HTEIMAEHRE) « REBIEEE AR RIS & (SIRRSHNIE AL B —E, &7
BT 15T) o

// Load the receipt from the app bundle.
NSURL *receiptURL = [[NSBundle mainBundle] appStoreReceiptURL];
NSData *receipt = [NSData dataWithContentsOfURL:receiptURL];

if (!receipt) { /* No local receipt -- handle the error. */ }

/* ... Send the receipt data to your server ... */

7] App Store &KW AL

TEEM RS b, LT Key G#—1 JSON X4

Key izl

receipt-data base64 Jmhil AU HEZL T o

password T4 H BT B B I - @App HIIL=EE] (PNl
FRE) o
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# 1T App Store B iE ik 4
] App Store &R IEWCIEEHR

Key izl

exclude-old-transactions fQEQ7:€9f?E?5ﬁé§§ﬁifﬁﬂéﬁjﬁéfﬁﬁifﬁﬂﬁﬁkjs7¢¥itﬁ9App4&¢go
AR true, (LWL ELAE I B IO SEH2E 55 o

H4 1t JSON X RAFN HTTP POST 13K 1Y Payload 258, fEM{EREH, 7]
https://sandbox.itunes.apple.com/verifyReceipt YENMILE (URL) o FEAZERSEH, ffi
https://buy.itunes.apple.com/verifyReceipt YENMHE (URL)

NSData *receipt; // Sent to the server by the device

// Create the JSON object that describes the request
NSError *error;
NSDictionary *requestContents = @{
@"receipt-data": [receipt base64EncodedStringWithOptions:0]
b
NSData *requestData = [NSJSONSerialization dataWithJdSONObject:requestContents
options:0

error:&error];

if (!requestData) { /* ... Handle error ... */ }

// Create a POST request with the receipt data.

NSURL *storeURL = [NSURL
URLWithString:@"https://buy.itunes.apple.com/verifyReceipt"];

NSMutableURLRequest *storeRequest = [NSMutableURLRequest requestWithURL:storeURL];
[storeRequest setHTTPMethod:@"POST"];

[storeRequest setHTTPBody:requestDatal;

// Make a connection to the iTunes Store on a background queue.
NSOperationQueue *queue = [[NSOperationQueue alloc] init];
[NSURLConnection sendAsynchronousRequest:storeRequest queue:queue

completionHandler:~(NSURLResponse *response, NSData *data, NSError
*connectionkError) ({

if (connectionError) {

/* ... Handle error ... */
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# 1T App Store B iE ik 4
AT M 7

} else {

NSError *error;

if (!jsonResponse) { /* ... Handle error ...*/ }

/* ... Send a response back to the device ... */

NSDictionary *jsonResponse = [NSJSONSerialization JSONObjectWithData:data
options:0 error:&errorl;

AR 7

Wi F Payload J&—1~ JSON X154, L& LAN Key FIMH -

Key

status

g

ER 0 (RWHAER) Bk 21 (48 21 50 PRFIRIEE RIS 2

XHF 108 6 HERY s Zy it IRASANE SRy 58 70 e iR

XHTi0S 7 Y App WcdE, ARASHUAS Sk App iR HTEEACIRES . il
wn, AREEAE AR App BRI A A — T T, 0

WAL A 0, IRA e B AR AT R

receipt

C A HIEBIE R Y JSON HHE o A U Key IEZ(E B,

BZRE B (523 T0) 7.

latest_receipt HEBETER W4 10S 6 FEZCH 4 H sy 28 T Bl A 8 [F] o Bofss:
A base-64 Jw L o

latest_receipt_info HETERGWHER i0S 6 FECH A H 3122 T I A 2k 7] o Bt
BRI WcHE ) JSON FEHE .

latest_expired_- HGTER Y7108 6 FFE=CH A FH s 28T I A Sk [F] . B3

receipt_info

TT B AR Y JSON HEE =
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# it App Store I&iL i 1F
FEATT M S

Key izl

pending_renewal _info L1475 App I 105 7 HER HL 614 E HSET AR A 280 . 5
JSONSCHEH, % Key HOERE— V3041, HR4LP AR TER A& 50
ST I RS B, X BRI v (58
26 1) HRIRe (RANTHEN AT R A 2 HE (IR T I St 25 T
O R A I 01

is-retryable I Z G . (i FARESHS 21100-21199 (FF 4 2-1 (58 21
7))

#* 2-1 N

RARD #R

21000 App Store JCIEEHUEFE (LY JSON X% o

21002 receipt-data J&M:H EREAR AR IREL R K

21003 TEHIAENHE -

21004 TR AL 2 2 B S K P A Y = B AR L

21005 WA IR 55 a2 AN AT o

21006 SRR, EVTH 2o 2 HeRASARDR [ 2 G Ak S5as 1, Rtk

SR AR A M 1 A — B A& ] o
HA LU i0S 6 FE=CH A F SHEEHIT I A 220K 1] o

21007 PSR B RIS, (H LR A P BN A TIGTE o oK H & 06 21 I BRES

21008 PSSR B A2 7= B0, (R GBI BRI A TIRTE . N0 L & 06 31 A P2 BRER

21010 MR TCE ARG AN o XS Y 7 205 AR i AR T 38 22 I A b 38 77 =4
]

21100-21199 N AT T [P B

FERG AT H Bh ST IR A4 AT R AT, Tatest_receipt Ml latest_receipt_infoKey F{EIEH A H .

FERG A B BhZEIT R S IR, Tatest_expired_receipt_info Key BMEIAER A H. i HiZEIF4E
LTI (55 28 TT) "H BE ARG T Bel i A Y J5E AL

pending_renewal_info Key HMEXSTARIL A ShEEIT BRI 80158 2 O R EAR T A o
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# 1T App Store B iE ik 4
AT M 7

I ER AL App MRS TT ISR AL SE U, RSB s e, S80T LAZRERCY R A R0 T e s [B) BE AR A5
Bo WRIEAERUE R R E X o S , M 1atest_receipt PMESIERT receipt-data HIEMA
[, H latest_receipt_info FMES receipt BI{EMIHE.
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e ds 5 Bt

WetE e B . AL BV T A E, £ ASN JER AR B, A Le BT Tt
App Store BIIE, 7E JSON JEC IR . N SCRIEE A Key A2&F- FE At Apple (HA I, 11T App 471
ZIE I LE Key o

App WHEFE

Bundle Identifier (ZHEEIFRIRAT)
App 1] Bundle Identifier (BEREIARINGE) ©

ASN.1 Field Type 2

ASN.1 Field Value UTF8STRING
JSON Field Name bundle_id
JSON Field Value 7t

ZAHS Info.plist LEFA CFBundleldentifier WMEAHNT I o 8 FH M (E 56 TR MO HE 2 75 B A5 1)
App %o

App A
App HIRRAS .

ASN.1 Field Type 3

ASN.1 Field Value UTF8STRING

JSON Field Name application_version
JSON Field Value 775 H

ZAHS Info.plist HHAY CFBundleVersion (iOSH') B¢ CFBundleShortVersionString (macOSH')
HOEIER EDSP AR
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App Yt 5B

AEWHE
ARV TAERAEMIFI 2 & ALBUR T EE SHAY 147 (Hash)

ASN.1 Field Type 4
ASN.1 Field Value — &4
JSON Field Name ()

JSON Field Value (7C)

SHA-1 I5 77 (Hash)
FHT I UFWCHE ) SHA-1 /57 (Hash) o

ASN.1 Field Type 5
ASN.1 Field Value 20 F77 SHA-1
JSON Field Name (70)

JSON Field Value (JC)

App PRSI E WA
App PIEISEITE F A

ASN.1 Field Type 17

ASN.1 Field Value —2H App A I SEI5T H I 4 e 14

JSON Field Name in_app

JSON Field Value App A 13301 H Wi i 5c4H.

£ JSON SCHFH, I Key HIMELE—DMIE A App P SEITH WAL . £ ASN SCHET, fEE2 A
KA 7 FB, Hi A FBEVE S — A App IS E .

ER: ZHEH AR

FEREATIFFEIL S A SERY 1% App A ST H e g s i 21l b o A1 App SEIZ2ESC 2 Z Al
% App WIESCIR F s & — BRI N o AR5 B e UR , 1% App WIS FGE 2 78T it 5
S (i, BTN WK, BEE R App BIERUETCERS) MR R ER
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App Yt 5B

RIEFEAL = B Sh ST ARST B s 9T B R App A SEI H WAL H TC R £ BR AE A o o

JR 06 I TR 7 RO
AL App A o

ASN.1 Field Type 19

ASN.1 Field Value UTF8STRING

JSON Field Name original_application_version
JSON Field Value 57 H:

WAHS AT SERS Info.plist XA CFBundleVersion (i0S H') =k
CFBundleShortVersionString (macOS H') AI{EFENT o

FEDPHBAIE T, X7 BAEIRAN".07,

s G H 1]
App ISCHRI 012 F1 141

ASN.1 Field Type 12

ASN.1 Field Value IA5STRING, ##IL{E—> RFC 3339 H i
JSON Field Name creation_date

JSON Field Value IA5STRING, ##1/E—1> RFC 3339 HHj

RTINS ED e M= P L AT E R

ER: V2 N B AR IE PRCS7 Bl Gy, BROAGE A 38 AT RO I (A0 H 3, (EAERIEN
PRI, X AT RETT A B R EE R e i, AR 2 8 A ROIEHEE ), (HiE
BT, AR B A 28T H TR 20k [EIIC RS R

R, 1 SR IS App B2 H e B H 3517 Be b i) H 2 2 it T 3 ik

AR H ]
App KA 2 H

ASN.1 Field Type 21
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App AT S WA B

ASN.1 Field Value IA5STRING, ##IL{E—> RFC 3339 H

JSON Field Name expiration_date

JSON Field Value IA5STRING, #A11E—> RFC 3339 H

It Key (30E T b W ST H R SE T Appo WRIEA L Key, TIMHE A 253

WU, e HeE% HS 2 B H R B E R R A e AN G A H R S H A
S, B SR A R AR A 1) o

App I SEIRH S 7 B

W

WA SE AT H B &S

ASN.1 Field Type 1701

ASN.1 Field Value INTEGER

JSON Field Name quantity

JSON Field Value 543, A — 4L

XAMESIEEAESE S payment JBMEFR SKPayment X quantity JEMFXT M.

FE AR IRAF

JIT I H 7 SRR IR o
ASN.1 Field Type 1702

ASN.1 Field Value UTF8STRING
JSON Field Name product_id

JSON Field Value /%

XMESFEEES S/ payment JBIEH SkPayment XA productIdentifier BRI o
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SRR

I H B3 SR IR A o

ASN.1 Field Type 1703

ASN.1 Field Value UTF8STRING

JSON Field Name transaction_id

JSON Field Value 5/ i

XAMESAE G transactionldentifier BN

FERMIRE SERT 2 Z 15 5y, WAB S IR AR MESESE 5 N se Sy b BNl o A B ST BiciE T, Bk e
Bt b A SEIRE TR, &2 N sE bR iR A R (E

RG2S Zy bR IR AF

HOOWRE eI sE B HI5E By, SRR REFIAE S o BN, 538G RAF T o

ASN.1 Field Type 1705

ASN.1 Field Value UTF8STRING

JSON Field Name original_transaction_id

JSON Field Value 775 H

EMMESFIAE S transactionldentifier JRMEHIXIR .

AR RE VT T8 A B B A WACE P AR ] o OB AT T ] — 2 N BT B B9 221 10S 6 FExae S Wit
FHEHK o

Wey S5 H A
Wa ST TR

ASN.1 Field Type 1704

ASN.1 Field Value IA5STRING, ##L{E—~ RFC 3339 H
JSON Field Name purchase_date

JSON Field Value ““fF 5, #ithAE—1 RFC 3339 HIH

XMESAE G transactionDate JEYEFXT o
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XMTRE SIS A5 oy, WSk H S TR I 3K H AT o alsed stin I S0 HT (56 28 1) "y Bemlak
BUR GRS 5 ) H A

TE H BT b TS H R SLE e T R B (BT TR SRR o« AFFE 4w R B
BHREYIR AR B ShE, WWSEH S ST B g sk HIARE, S~ iR BT 4G H .

JE g W =K H 3]
TR SRS I35, LA A5 10 L

ASN.1 Field Type 1706

ASN.1 Field Value IA5STRING, ##1/F—> RFC 3339 H ]

JSON Field Name original_purchase_date

JSON Field Value 775 &, ##l/E—~ RFC 3339 H ]

XAMESFIASE A1 transactionDate JEIEANT I

B SIS BES, WESRNT TR R B IT IS (BIEET R e 2 -

VIR H 3

WHIR AR E ], DABE B AR AT ] 1970 4F 1 H 1 H 00 B 00 43 00 #h i fh 4R .
ASN.1 Field Type 1708

ASN.1 Field Value IA5STRING, ##/E—> RFC 3339 H A

JSON Field Name expires_date

JSON Field Value F#F 5, #ARAE—1> RFC 3339 H

I Key (UGE T B shZa1T Bl . BT E T TS H s I, B & R A A i 2
AR ST TS AR o S b frlfciIn , AnRECIT SRS 2 WL T TR A R TR 220 F A, AT LA 3T
e S 2 o

VT 2 A
FEXTER T, AERET e A A R AT o
ASN.1 Field Type (JC)

ASN.1 Field Value (7C)
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JSON Field Name expiration_intent

JSON Field Value 545t | HALAE— 4K

"1 R BT B o

"2t WRERARR B, A A S A AR
“3"- A A A R A o

"4 PRSI, P AR TR

"5"- RANEE R o

It Key U T8 i 3H B Sh 8T T e . ] DL T (B vk R ARSI App HP 2R 18 4 AT
B, LMEBE EHT1A .

ITHE R

FXFE TR, 2R Apple & B B S SHHIT I .
ASN.1 Field Type (JC)

ASN.1 Field Value ()

JSON Field Name is_in_billing_retry_period

JSON Field Value FFFH1, HAL/E— 4L

“1"- App Store 39R 2 ZL T 5] o

“0"- App Store EUF IEZ2IXBHHIT [ o

I Key {GE FH T H ShZEHHIT B« 4n25R 1T App Store JCiE5E 3 2 S EUI A T AR RESEHH, HO(H
F4 S e App Store A& S IR T2 ST 1]

1T 1] 3k HH HH

e AN P G A g WA
ASN.1 Field Type (7C)

ASN.1 Field Value (JC)

JSON Field Name is_trial_period

JSON Field Value /4 &
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I Key SUE T HShZRT Pcds. 4 B937 B H aTAL T e SRl IR, 10 Key HY(EDA "t rue”,

HM'false"s

HUH H 4

BEXT I Apple U SCREBUH AN SC 55, SRR A S (A s )0 H 45 o
ASN.1 Field Type 1712

ASN.1 Field Value IA5STRING, #¢H0/F—> RFC 3339 H

JSON Field Name cancellation_date

JSON Field Value ‘7“7 5, #itiA/E— RFC 3339 HIH

X EIBGH YR RO A BT S AR AT 5 S i AR AL

R BUHAT App PRI SEIT R TC BRI R B AR o (UAEDNARIFFEZL ™ il H ZhERUT B

ARSI B Bl o B T BRIR A A

ORI
EEXT BSOS, SOBREHE A

ASN.1 Field Type (7C)

ASN.1 Field Value (7C)

JSON FieldName cancellation_reason

JSON Field Value “F7F i, A 8E4L

17 B BUHAE S, IRDAZERT App B SE A AE RSB IUE N AFAE R

“0"- T HARR AU 5, I NI T T ks S o

ZEGIOH HRE A, BhEX App WAFTER AT RE- T EUM A HE R Apple BV SZ 4[] .

App T H ID
—ANFRFE, App Store JHE K ME— R BIGIE T 5 1 B RR T

ASN.1 Field Type (C)
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ASN.1 Field Value ()
JSON Field Name app_item_id
JSON Field Value 775 H
WRERIIRSS 4 s 2 A MRS, AT LAME I ER X B AT
HBTEA G, REASH App SRR, HIIZ Key ANTE I TAEMIAERSE G2 W o
B IE T Mac Appo

71827 "Bundle Identifier (ZatIbRIRAT) (8523 T0) "o

I RASRIRFF
—AMEREE, TR RO

ASN.1 Field Type (JC)

ASN.1 Field Value ()

JSON Field Name version_external_identifier
JSON Field Value 57 H:

I Key Anid M FAE MRS G Bscda . (T Key IRV A SR App HiAS o

25T B TIE 1D
FRF R A5 T B0 S H A B 3 Key o

ASN.1 Field Type 1711

ASN.1 Field Value INTEGER

JSON Field Name web_order_line_item_id
JSON Field Value 7 Hf:

BOAERE P TR B Rl WL 2 (BUARTT TSI SE =) AYME— 1D,

T B BRI
LSBT 0 S A SRS o

ASN.1 Field Type (C)
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ASN.1 Field Value ()

JSON Field Name auto_renew_status

JSON Field Value 45 5, BARAE— 84

“17- 3T B AE 24 BT ) (8] B RN S8 o

“0"- B 5K M H ST T o

I Key (& 5 B Sh8TT B, 4R ARGT B ST B . 11 Key BOEA AL 1T AR

Ao LERTLAEFBLIEAE App FHUR R & VT IR i (PIINEAREE AT BTt &, AR 2 24 | R 3T Bl it
AP

VT H S i
E AT 2 AT ST

ASN.1 Field Type (JC)

ASN.1 Field Value (7C)

JSON Field Name auto_renew_product_id
JSON Field Value 774 H:

It Key (& AT H BT BWcds . It Key BE-S B TT 228097 5 product Identifier @IEFE
KER o BERT LALE A RTTT B 2 HRT, A o () o s 42 BEER  IR 55- 1

VTN RS A RPR S

T BT LT BN A SR AR IA DR o

ASN.1 Field Type (JC)

ASN.1 Field Value (7C)

JSON Field Name price_consent_status

JSON Field Value 47, B4 —>HE4L

17 R [F R AN o T TR AR JS O A 223 o

“0"- R B ST X ERAN — FRIBUEAT 15T AR ARSI H 2 BN RIBUE( 180, 1T B2
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I Key AT RIS 1R, I HANBAIT & REBA ISR, @HT BT s, &
LAGE FH AL BR B X H AR B2 AR DL, FAH L SR BB it o
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